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2YNONTIKEZ TEXNIKEZ NMPOAIATPADEZ

YAomnoinon OAokAnpwpévou Wnorakol Tuotipatog Ataxeipiong
HAektpovikig & Duoikig Aodalerac pe Napoxn Ynnpeowwv AcpaAeiag
kat NMupaocdaAeiag otic Eykataotaosi tng E.YA.A.N. A.E.
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A. EIZATQrH

H EYAAN 5pubnke to 1980 petd amd tn ouyxwveuon tng Avwvupou EAAnvikAg Etaipeiog
Yoatwv twv MoAswv ABnvwv - Nepawwg (E.E.Y.) kot mepyywpwv Kot tou Opyaviopou
Anoxetevoswc Mpwteuolong (O.A..). 2Ttn onuepLvh VOULKA TNG Lopdr teptiABe To 1999, otav
Ta Kuplotepa mayla tng Etalpeiag, SnAadn ta ¢pdyuata, oL TOULEUTHPES, Ta £EWTEPLKA
udpaywyela Kal Ta avtAlootacia anoppodndnkav amd tnv Etatpeio Nayiwv EYAAMN NMAA,
TIAPAUEVOVTAC OTNV Kuplotnta Tou EAANvikoU Anpociou. Tov lavoudplo tou 2000, n EYAAN
glonNxén otnv kupla ayopd Tou Xpnuatiotnpiov ABnvwv. H EYAAN £xeL TO OUMOKAELOTIKO
Swoilwpa va TOpEXEL UTNPeoieg mpounBelog Kot Slavopng vepol KaBwg Kol UTNPEGCLeC
QTTOXETELONG OTNV TIEPLOXN TNG ATTIKAG €wg to 2040, pe Baon t 2UPPacn pe to EAAnVIKO
Anuooto, n omoia akolouBsi tov vopo 4812/2021.5tn TupBaon auvtr, kabopilovtal oL 6pot
OVOVEWONG TOU OTTOKAELOTIKOU SIKOLWUATOG TAPOXNG UTINPECLWV USPEUCNG KAl QTTOXETEUONG
¢ EYAAN, kaBwg kot ot 6pol yla tnv umoypadn oUpBoong umnpeclwv Asttoupyiag Kat
ouvtnpnonc tou E€wtepikol Ydpodotikou Juotruatog (EYZ), yia tpia (3) £€tn. Me to apBpo 68
tou N.4313/2014 tpomnonow}Onke to dpOpo 8tou N.2744/1999 kat n meploxn SpactnpLloTNTOC
¢ EYAAN enektaBbnke og 6Aoug Toug Afpoug tng Mepldépelag ATTIKAG, OMwG autol opilovtal
oto edddlo 6’ tng map. 3 Tou dpBpou 3 tou N.3852/2010, mAnv twv Afuwv Alywag, Tpollnviag,
KuBnpwv, Ayklotpiou, Imetowv, Yopag kot Mopou tng Mepidepelakng Evotntag NAowv tng
Meplpépelog ATTKAG. AmoteAel tnv peyaAltepn etalpeia otnv EAAGSa otov kAAdo tNng
0EpeLONG, AMOXETEVONG KL EMEEEPYATLAG AUMATWY, TTOU KOAUTITEL TLG AVAYKES Avw Tou 40% Tou
OUVOALKOU TTANBuopoL TG Xwpag, Tpododotwvtag TNV ATTIKA UE TTOGLUO VEPO, N TIOLOTNTA TOU
OMOoLoU KaTaTtAooeTal HeTOEU TwV KAAUTEpWV TNG Eupwring. H meploxn appodiotntag tng EYAAN
glvat n pellwv nmeploxn tng Attikng. Opwe n EYAAN £xeL tn Suvatotnta va apEXeL OAO To EUPOG
TWV UTTNPECLWY TNG KL EKTOC TTEPLOXNG APUOSLOTNTAC TG LECW BuyaTplkwy ETaplwyv Kot HEocw

oLV NG TPOYPOUHUATIKWY CUBACEwWVY e Toug OTA.

B. ZIKOMNOZ — ANTIKEIMENO THX EQAPMOIHZ

YKo TOU apovTo¢ eiva :

H abénon tou emuédou aohodelag EKAOTNG EYKATAOTOONG N OO0l AMOOKOTEL OTNV €V YEVEL
avaBadplon tng emixelpnolokig Asttoupyiog tg Aodalstag (Security) kat Mupomnpootaaciag Kot

OUYKEKPLUEVA £XEL OTOXO TNV MTPOOTAGLO TNG EYKATAOTOONC EVAVTL KIVEUVWV OTWC:
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e Bavbdaliopol/ KatootpodEg mepLOUCLOKWY OTOLXELWV KAl UTIOSOUWV
o KAomég/ EyKANUOTIKEG EVEPYELEG KATA LOLOKTNOLOG

e Jaumnotdl/ AoAodpBopd

o EOWTEPLKEG ATEINEG

e NMupkaya-Qwtid

Ot unnpeaieg mou n EYAAN mpood£peL TNV KATOTAGOOUV HETAEY TWV KPLOLWWV UTTOSOU WY, AToL
Eupwrnaikwy Ymodopwv ZwTtlkAg Znuoaoiag (EYZE), ev Suvapel Tou eyypadou TnG Eupwmaikng
Erutponng: Critical Entities Resilience Directive (CER) OAHTIA (EE) 2022/2557 TOY EYPQMAIKOY
KOINOBOYAIOY KAI TOY 2YMBOYAIOY tng 14n¢ AekepBpiov 2022 yla TRV avOEKTIKOTNTA TWV

KPLOLWWV OVTOTATWY Kal TV Katdpynon tng odnyiag 2008/114/EK tou ZupPouliou.

Exovtag wg TPoTEPALOTNTA TNV O0OPAAELX KOL TNV EMLXELPNOLAKA OCUVEXELX AglToupylag
EYKATOOTACEWV TNG, N EYAAN emiBupel Tnv avénon tou emunédou acpadeiag Kal yla Tov oKomd
oUTO KaAel Toug evlladepOUeVOUC yla TNV UTIOPOAR TEXVIKO-OLKOVOULKAG Tipoodopdg Ooov
adopd tnv mpounbela Kol eykataotacn «OAokAnpwpévo Wnolako Ivotnuo Aloxeiplong
HAektpovikng & Quotkng Aodalelag pe Napoxn Ynnpeowwv Acpaleiag kat NMupacdaAelag otig
Eykatootdoslg tng E.YA.A.N. A.E.».

Ta onueio/eykaTaoTACELS OTIC OTOLEG ekTLUATAL OTL Ba avartuxBolv HAEKTpOVIKA TuoThApaTa

n/xat Ba mapexovral Yninpeoisg Aodadeiog sivat cuvoAika 317.

C. NEPIEXOMENO - NEPITPA®H EPTOY

To épyo Ba mephappavel mpoPAedn emmPOcOeTwWY avaykwy Kot Tpdmo uAomoinong Toug, Atotl
Ta VEX NAEKTPOVIKA CUOCTAUOTA, OL OTOLTOUWEVEC TOPOXEG UTINPECLWV KoL €V YEVEL TO
avTikeipevo tou £pyou, Tou Ba cupPdaAlouv otnv smBbupntr avafabuion thg Acdhalelag

EKAOTNG EYKATAOTAONC.

e JUotnua Bivteo-Emutripnong CCTV

e JUotnua Aodaleiag (Avtidiappnénc)

e JYUotnua EAeyxduevng NpooBacng

e Juotnuata Tuppatikng kot AteuBuvolodotolpevng Mupavixveuong
e  HAektpoviko YUotnua Alaxsiptong KAeldiwv

® JunEA (Drone).

e Aiktuo Emkowvwviag
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e [apeAkopeva TomoBETNoNG

e Emuelpnoloka Kévrpa (C&CC)

o KoAwdlwoelg Zuotnuatwy & YoSouEg

e Ymnpeoiec YAomoinong Texvikou Epyou

e Ymnpeoieg Asttoupyikng YnootnpEng Texvikol Epyou

e Ymnpeoiec Aopalelog pe Xprion MUPOCPECTIKWY LECWY

Ou untondlot avasdoyot, ota mAaicla TG SlaywvioTikiG Sdtadikaoiag, Oa mpénet va

eniokepBoUV Toug YwPOoUG Kot val AdBouv LEia yvwon TwV EYKOTACTACEWV.

D. KPIZIMOI MAPATONTEZ ENITYXIAZ TOY EPIOY

Qc¢ kplolpol mapdyovteg emituyiog tou €pyou Bewpouvtal ol €€NG:

H mAApng kotavonon Twv OTOXWV Kal TwWV OMALTIOEWY TOU €pYyOU OO ToV
Avadoyo kabwg To ev Aoyw €pyo dev adopd pévov tnv pounBeta e€omAlopol
Kol AoylopLkoU, To omoio amAwg Ba mapapetpomnolnfsl wote va eAEyXEL TOV
€€OMALOUO. AVTIOETQ, TIPOKELTAL YLOL €V £PYO KATA TO OTIOLO YIVETAL Lo LEYAAN
emévbuaon oe eomMALOUO Kal Aoyloplkd aocdaleiag, n emtuyxio Tou ormoiou
TMPOKeLTOL KUPLWG va kplBel amd tov Babud otov omoio Ba e€aodalioetl Tnv
ETUXELPNOLOKA LKOWVOTNTA TIOU XPELAIETAL O OPYAVIOMOG KOBWC KoL Tnv
HeANOVTIKN) eMEKTAON.

H amodotikn ouvepyaoia petalu tg Avabétouvoag Apxng kat tou Avadoyou
KaB’ 6An tn SLdpKela UAOTIOLNONG TOU £pyou.

H dlaBecipdtnta twv otedexwv tng Avabetouoag Apxng mou Ba eUIMAAKOUV OTLG
Sladopec paoelg kal epyacieg tou €pyou (UeAétn edoapuoync, kataypadn
AELTOUPYLKWV QTIOLTAOEWYV, EAEYXOG EDOPLOYWV K.ATL).

H éykailpn ohokAnpwon twv empépoug Pacswv tou €pyou cUudwWvaA WE TO
XpovodLaypappd tou kat amoduyn kabuoteprioewv/omokAloswy Katd Tnv
évapfn tou é€pyou, TNV oAokAnpwon Twv Pdcewv, TNV TopaAafn TwWV
napadotéwy (elte Aoyw EAAELPNG CUVTOVIOHOU 1} ApYOTIOPNUEVNC OVTATIOKPLONG
anmd TOUG €EUTAEKOMEVOUG, €ite AOYW TWV TUTIOTIONUEVWY SLaSIKACLWV
mapakoAouOnong tou £pyou, eite Aoyw kabBuotépnong €kdoong amapaitntwyv
adewv K.ATL).

H oAU kaAn texvoyvwoio kat epmelpia tov Avadoyou oe B£pata mouv amntovral
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Vv aodaiela kat tnv KuBepvoaodpdhela.

e H petadopd texvoyvwoiag ota oTeA€xXn Kal Toug XelpLloTeg TG Avabétouaoag
ApXNG HEOW OAOKANPWHEVNG KoL EMAPKOUG ekmaibeuong. Emonpaivetal otL ot
TOPATAVW KPIOLUOL TTOPAYOVTEG EMITUXIOC TOU €pyou eival evdelktikol. Ot
uroyrdlol avadoyol odeilouv otnv nmpoodopd Toug va avamtuéouv tn SiKn
TOUG TIPOCEYYLON TIAVW OTOUC MOPAYOVIEG EMLTUXLOC KAl 0TOUC KLvdUVOoUG Tou

£pyou

Meta TNV oAoKANPWON TWV AVWTEPW, TA APUOdLa Opyava tng EYAAN Ba AdBouv unon
TOUC OAa TOl OXOALa — TOpaTNPROELS TTou Ba katateBouv ota mAaiola tng dtadikaciag
Kol Ba evowpaTtwoouv OTL Kplvetal amapaitnto ywo tn PeAtiwon tou TteUXoug Tou

Slaywviopou.

Onoloobnmote embupel va OUUUETAOXEL, va OoKOAouBnoel TG odnyleg NG

TPOOKANCNG O€ OX£0N LE TNV EUTILOTEVUTLKA Tapoxh Kplotpwv mAnpodoplwv.

E. ANAMENOMENA ODEAH

Edappolopevo to véo OAokAnpwpévo Wnolako Tuotnua Ataxeipiong HAsktpoviknc & Quaotkig

Aodadalelag pe Napoxn Ynnpeowwv Aodadeiag kat Nupaodpaietag 6o cupBaAaAet:

TNV amotponr] &vavtl ekdnAwong twv avadepOuevwy amellwy Kol Ueiwong Tou
KwwéUvou €€ autwv

Jtnv mayla enornteia 24/7/365 pe nAektpovikd cuothpata (Stapkr emitipnon Kat
kataypadn)

TNV €ykalpn avixveuon Kol eVIOTMOMO cupfBdaviwv £lofoAng kat SoAlodpBopwv He
QUEON EVNUEPWON TOU EMIXELPNOLAKOU Hnxaviopol (APn ocuvayepuwv €ofoAng,
ekpwVNoN VAKOWWOEWYV ATOMOKPUCGUEVA, EVNUEPWON TWV APXWV K.ATL.)

Jtnv éyKolpn KataoToArl CUpPAvVTWV TUPKAyLAC WE AUECn evepyomoinon Tou
ETIXElPNOLakoU pnxoviopol (avixveuon, €mi TOMOU KATACBeon HE TUPOOCPRECTLKO
OXNMQ, EVNUEPWON TWV OPXWV K.ATL.)

Ytnv Emomnteia and ta Command and Control Center (C&CC) kol €mMLKOUPLKA QAo
e€wteptkd Kévtpo Ataxeipiong Zuppavtwy (KAL)

Jtnv peyoAltepn aiocBnon aoddlelag kabwg otov xwpo Oa Asttoupyouv 24/7
NAEKTPOVIKA CUCTHMOTA

210V £Aeyxo £10060U-e£660U



® EYAAN

e Jtnv efolkovounaon mopwv KabBwg ol mapepBacelg adopolv, v UEpN, TNV XPHON TWV
TEXVOAOYLKWV CUCTNUATWY PE UIKPHR omooXOAncon tou ovOpwrivou mapayovta. Ita
TAQLOLO TWV AVWTEPW, TEPLYpAdOovTaL Kal EELEIKEVOVTOL OTLG TAPOKATW EVOTNTEG T
VEQ TEXVOAOYIKA NAEKTPOVIKA CUCTAUATA, N TIAPOXH TwV amapaitnTtwyv UToSopwy,
umnpeowwv Ulomoinong & vumootnplEng autwv. Mpdcobeta meplypddovral Kal
e€eldikelovtal oL umnpeoie¢ AodaAelog pe Xpnon TUPOCPECTIKWV HECWV OTLG

gyKatootdoslg evéladEpovrog.
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SUMMARY OF TECHNICAL SPECIFICATIONS

Implementation of an Integrated Digital System for the
Management of Electronic and Physical Security,
including the provision of Security and Fire Safety
Services at the Facilities of EYDAP S.A.
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A. INTRODUCTION

EYDAP was founded in 1980 following the merger of the Hellenic Water Company of the
Cities of Athens - Piraeus (E.E.Y.) and surrounding areas and the Metropolitan Sewerage
Organization (O.A.P.). It took on its current legal form in 1999, when the Company's main
fixed assets, namely the dams, reservoirs, external aqueducts and pumping stations, were
absorbed by the EYDAP Fixed Assets Company, a public limited company, remaining in the
ownership of the Greek State. In January 2000, EYDAP was listed on the main market of the
Athens Stock Exchange. EYDAP has the exclusive right to provide water supply and
distribution services as well as sewage services in the Attica region until 2040, based on the
Agreement with the Greek State, which follows Law 4812/2021. This Agreement sets out the
terms for the renewal of EYDAP's exclusive right to provide water supply and sewage
services, as well as the terms for the signing of a contract for the operation and maintenance

of the External Water Supply System (EWS), for three (3) years.

Article 68 of Law 4313/2014 amended Article 8 of Law 2744/1999 and the area of activity of
EYDAP was extended to all the Municipalities of the Attica Region, as defined in paragraph
“@”, paragraph 3, article 3 of Law 3852/2010, except for the Municipalities of Aegina,
Troizinia, Kythira, Agistri, Spetses, Hydra and Poros of the Regional Unit of Islands of the
Attica Region. It is the largest company in Greece in the water supply, sewage and
wastewater treatment sector, covering the needs of over 40% of the country's total
population, supplying Attica with drinking water, the quality of which is ranked among the
best in Europe. EYDAP's area of competence is the major region of Attica. However, EYDAP
has the ability to provide the full range of its services outside its area of responsibility
through subsidiary companies and through the conclusion of program contracts with local

authorities.

B. PURPOSE — SCOPE OF THE APPLICATION

The purpose of this is:

To increase the security level of each facility, which aims to generally upgrade the
operational function of Security and Fire Protection and specifically aims to protect the

facility against risks such as:
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e Vandalism/ Destruction of assets and infrastructure
» Theft/ Criminal acts against property

¢ Sabotage

e Internal threats

¢ Fire/ Windfire

The services that EYDAP offers classify it among critical infrastructures, namely European
Critical Infrastructures (ECI), pursuant to the European Commission document: Critical
Entities Resilience Directive (CER) DIRECTIVE (EU) 2022/2557 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 14 December 2022 on the resilience of critical entities
and repealing Council Directive 2008/114/EC.

Having as a priority the security and operational continuity of its facilities, EYDAP wishes to
increase the level of security and for this purpose invites interested parties to submit a
technical-financial offer regarding the supply and installation of an "Integrated Digital
System for the Management of the Electronic and Physical Security, including the Provision

of Security Services and Fire Safety Services at the Facilities of EYDAP S.A.".

The points/facilities at which it is estimated that Electronic Systems will be developed and/or

Security Services will be provided are a total of 317.

C. CONTENT - PROJECT DESCRIPTION

The project will include the anticipation of additional needs and their implementation,
namely the new electronic systems, the required service provision and the overall scope of

the project, which will contribute to the desired upgrade of the Security of each facility.

¢ CCTV Video Surveillance System
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e Security System (Anti-Burglary)

¢ Controlled Access System

¢ Conventional and Addressable Fire Detection Systems
¢ Electronic Key Management System

* Drone

e Communication Network

¢ Installation Accessories

e Command & Control Centers (C&CC)

e System Cabling & Infrastructure

e Technical Project Implementation Services

¢ Technical Project Operational Support Services

¢ Security Services using fire extinguishing media

Candidate contractors, as part of the tender process, must visit the sites and obtain first-

hand knowledge of the facilities.

D. CRITICAL FACTORS FOR PROJECT SUCCESS

The following are considered critical success factors for the project:

¢ The Contractor's full understanding of the project objectives and requirements as this
project is not just about the supply of equipment and software, which will simply be
configured to control the equipment. On the contrary, this is a project in which a large

investment is made in security equipment and software, the success of which will mainly be
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judged by the extent to which it will ensure the operational capability required by the

organization as well as future expansion.

¢ The efficient cooperation between the Contracting Authority and the Contractor

throughout the implementation of the project.

¢ The availability of the Contracting Authority's executives who will be involved in the
various phases and tasks of the project (application study, recording of functional
requirements, application control, etc.).

* The timely completion of the individual Phases of the project according to its schedule and
avoidance of delays/deviations during the start of the project, the completion of the Phases,
the receipt of the deliverables (either due to lack of coordination or late response from
those involved, or due to the standardized project monitoring procedures, or due to delays
in issuing necessary permits, etc.).

¢ The Contractor's very good know-how and experience in matters related to security and
Cybersecurity.

¢ The transfer of know-how to the executives and Operators of the Contracting Authority
through comprehensive and adequate training. It is noted that the above critical success
factors of the project are indicative. Candidate contractors must develop their own approach
to the success factors and risks of the project in their offer.

After the completion of the above, the competent bodies of EYDAP will take into account all
comments - observations submitted within the framework of the procedure and will

incorporate whatever is deemed necessary to improve the tender document.

Anyone wishing to participate should follow the instructions of the invitation regarding the

confidential provision of critical information.

E. EXPECTED BENEFITS

The new Integrated Digital Electronic & Physical Security Management System with the

Provision of Security and Fire Safety Services will contribute to:
¢ Preventing the occurrence of the aforementioned threats and reducing the risk thereof

* Permanent 24/7/365 surveillance with electronic systems (continuous surveillance and

recording)
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e Early detection and identification of intrusion and sabotage incidents with immediate
notification of the operational mechanism (receiving intrusion alarms, making

announcements remotely, informing the authorities, etc.)

¢ Early suppression of fire incidents with immediate activation of the operational mechanism

(detection, on-site extinguishing with a fire truck, informing the authorities, etc.)

¢ Supervision by the Command and Control Center (C&CC) and, as an auxiliary, by an

external Incident Management Center (KDS)
» A greater sense of security as electronic systems will operate 24/7 in the area
¢ Entry-exit control

® Saving resources as the interventions concern, in part, the use of technological systems
with little human involvement. Within the framework of the above, the following sections
describe and specify the new technological electronic systems, the provision of the
necessary infrastructure, implementation and support services. Additionally, Security

services using firefighting equipment in the facilities of interest are described and specified.



